Maximizing the Value of Data Analytics
for Operational Risk Intelligence

Don't just do data analytics. Transform data analysis activities into
ORM programs.

Presented by:
Sergiu Cernautan, CPA, CISA, Director of GRC Strategy, ACL Services, Ltd.




THE ORGANIZATION'S DATA CONTAINS THE KNOWLEDGE TO ...

Create Value

Manage
Operations

Effectively
& Efficiently

llluminate Risks &
Opportunities




WHAT ARE THE TYPICAL VALUE CREATION OBJECTIVES?

Creating value

Value drivers Maximize revenue

Identify, analyze and
develop new opportunities
within the market

Prevent revenue loss
Optimize product mix and
prices

Ensure timely revenue
collection

Value initiatives

Obstacles

o

High priority
risks

Monitor and proactively
manage costs in an
integrated and efficient
manner.

Achieve/maintain high
levels of cost efficiency,
including shared
services

.

Manage capital

Optimize capital
allocation

Support buy / build /
leverage decisions

Monitor effectiveness of
capital utilization

Optimize cash flow

.

Operational risks

Meet expectations

Achieve sales targets

Increase market
share

Maintain efficient cost
structure

Achieve desired
return on capital

Meet valuation
expectations

Monitor performance
metrics (KPI vs. KRI)

o

Caused by people, processes, systems, external factors




WHAT STANDS IN THE WAY OF ACHIEVING VALUE OBJECTIVES?

- Basel Committee’s definition of Operational Risk

Operational risk can result in loss of revenue, increased costs, poor
return on capital, and failure to meet performance expectations.

An effective ORM process enables organizations to identify,
escalate, assess, prioritize, respond to, monitor and report risks
that could impact achievement of value initiatives.



HOW IMPORTANT IS DATA TO PERFORMANCE IN OPERATIONS?

Please indicate the extent to which data have contributed to your organisation’s performance in the follg
Rate on a scale of 1 to 5, where 1 = Significant contribution and 5 = No contribution.

(% respondents)

Regulatory compliance

Customer service

Strategic decision-making

15

Customer experience

Operational efficiency

14

Systems for identifying and developing new products and services

Operations

M Don't know/

B 1significant [ 2 Mm: m: [
Mot applicable

contribution

22 35 28 & 3 4

32
32

34

26 31

Go-to-market speed
\m'm

10

Source: “Big Data: Lessons from the Leaders,” Economist Intelligence Unit Results from global survey of 752 executives
and in-depth interviews with senior executives, March 2012



HOW CAN DATA ANALYTICS HELP?

“... analytics is the process of obtaining an optimal or realistic decision based on
existing data.”

(Wikipedia)

“Analytics leverage data in a particular functional process (or application) to
enable context-specific insight that is actionable.”

(Gartner, 'Analytics' buzzword needs careful definition, Andreas Bitterer )

“Data analytics is the science of examining raw data with the purpose of drawing
conclusions about that information. Data analytics is used in many industries to
allow companies and organization to make better business decisions ...”

(www.whatis.com)



http://searchdatamanagement.techtarget.com/definition/data-analytics

llluminate Risks &
Opportunities

Manage Operations
Effectively &

Efficiently

Create Value




CRITICAL ANALYTICS CAPABILITIES: WHAT ARE THE KEY QUESTIONS TO

ANSWER?

What happened?
Descriptive

Prescriptive
What should | do? |

Management (February 2015)

Source: Gartner, Neil Chandler, Agenda Overview for Analytics, Business Intelligence and Performance

Report on
the results of
the action

Identify the
best course
of action

Why did it happen? |

| Diagnostic

Create
awareness
that a decision
must be
made

Understand
the scope and
context of the
decision

Identify likely o
outcomes

| Predictive
What will happen? :




Meet !

Maximize

Expectations Revenue

Manage Action Control

Capital Costs
l




WHAT KIND OF DATA ARE COMPANIES EXPECTED TO ADDRESS?

* Unstructured data

* Less antomated processes

* Often “point” solutions in
vertical silos

* Event driven, often low
volume

Combination of

Systems and
People

Fundamentals of GRC
PwC

Non- standardized Standardized Data
Data

* Highly structured data
* Highly automated processes
* Transactional in nature

= = Often high volume

NN
GRC Technologies

—

Traditional ERP

GRC
Database Source Data

A single data repository of standardized and non-standardized data

Ability to collect, analyze and report data to address a variety of
stakeholder needs

Enables continnous monitoring, KPIs, KRIs, dashboards, ete.

August 2012
Slide 13

Source: PWC, Governance, risk and compliance convergence, March 2012



ACL FRAMEWORK FOR ACTION ORIENTED DATA ANALYTICS PROGRAMS

Import - Data
. Data Scripts Connector
Insight ¥
Raw Data
Tables
. - Transform - Common
Storyboards Visualization Scripts Data Models
| Analytics Si

Analysis
Scripts

Surveys

Actions Metrics

Action

Data




GETTING PRACTICAL

Combining Value Creation with Analytical Capabilities




Meet !

Generate

Expectations Revenue

Manage Action Control

Capital Costs
l




INSPIRATION HUB — A COLLECTION OF ANALYTIC USE CASES

ast

Home Search About ScriptHub

Inspirations

Hundreds of analytic ideas built from decades of experience from ACL initiatives worldwide.
Browse, contribute, and comment to spark inspiration.

Browse by Category

Purple categories are broad parent categories. Orange categories are more detailed sub-categories.

+ See All General ‘ Manufacturing ‘ Financial Services Healthcare
Search By Keyword m

10 perpage - Pagel1 - of3 < >

Showing 1-10 of 29

Travel and Entertainment (T&E) Purchase to Payment (P2P) Order to Cash (02C)

T&E P2P Q2C

Fixed Assets (PPE) Payroll (PAY) General Ledger (GL)

REE PAY GL




SCRIPTHUB — A COLLECTION OF PRE-WRITTEN SCRIPTS

SC” pt HU b Allibrary of ACL tested and approved scripts; ready to use in your ACL Projects.

Find a script for your project by searching or choosing a category.

Q) Search scripts
Import Prepare Analysis Snippet
WA Bring data and tables WA Combine, modify, and VA Unlock the secrets WA Little pieces of scripts
into your project alter data hidden in the data that can be reused

AP Duplicate Invoices - Same Amount Same Date Different Vendor

Analysis
ScriptHub ID: AP_DVnd_SmAmt_SminvDate

Updated 134 days ago
Identifies possible duplicate invoices for the same amount and same date but a different vendor.

View details

AP Duplicate Invoices - Same Vendor Amount Date Different Vendor
Invoice Number Pattern

ScriptHub 1D: AP_Dupinv_SVndSDtSAmtDifPttrn Updated 118 days ago

Analysis




CONTROL COSTS: DISCRETIONARY SPENDING

Answering the question: What happened?




DATA: Discretionary Spend Transactions

= Dunder Mifflin TNE.ACL - ACL Analytics
File Edit Data Analyze Sampling Applications Tools Server Window Help

+

¥ Dunder Mifflin TNEACL

Dunder_Miffin_TNE I, © ©

= 3 Seripts
= OO Almport 3] A
= - TMEQZ_High_Risk_Exp_Category
LT Impert_ABAC Keywords
LT Import_HR_Employee 1 [ 1
- Index:
LT Import_TNE_Trans | ¥ @®®LEF m hdl
LT Import_TNE Transactions TNE_TRANS DATE TNE_TRANS MERCHANT COUNTR TNE TRANS_EMP_NAME [T TSN NS TTE N INE TRANS CURRENCY TNE_TRANS CATEGORY TNE TRANS APPROVEF NE TRANS AMOUNT LC NET
= [ B_Prepare ] 041032014 uso Stephanie N. Giles Sales and Marketing 50.84 MISC GAR1 0.00 -
LT Prepare_ HR_Employee 2 04/05/2014 usp Stephanie N. Giles Sales and Marketing 10,00 MISC GART 0.00
LT Prepare TNE Transactions 3 03152014 usp Stephanie N, Giles Sales and Marketing 91,59 MISC GAR1 0.00
5 03 C_Analysis 4 040572014 usp Stephanie N, Giles Sales and Marketing 56,04 MISC GAR1 0.00
- O ieon cdSearch 5 04/07/2014 usp Stephanie N. Giles Sales and Marketing 122.74 MISC GAR1 0.00
KeywordSearc & D4/08/2014 usn Stephanie N. Giles Sales and Marketing 48.82 MISC GAR1 0.00
LT TNEO2_HighRiskExpCat 7 04/07/2014 usp Stephanie N. Giles Sales and Marketing 52.54 MISC GAR1 0.00
H TNED3_HighAvgMerch 3 0317720014 usp Stephanie N. Giles 5ales and Marketing 369.21 MISC GAR1 0.00
TMEQ4_Outlier Exp_Catego 9 04/05/2014 usp Stephanie N, Giles Sales and Marketing 94,21 MISC GART 0.00
g TNEDS_High Avgpper A:e?;l. 10 04/08/2014 usp Stephanie N, Giles Sales and Marketing 10.00 MISC GAR1 0.00
= A 11 04/08/2014 usp Stephanie N, Giles Sales and Marketing 6893 MISC GAR1 0.00
= [3 D_Code_Snippets 12 04/09/2014 usp Stephanie N, Giles Sales and Markeling 744,80 MISC GAR1 0.00
LT Create_Keyword_File 13 047082014 usp Stephanie N. Giles Sales and Marketing 100.39 MISC GAR1 0.00
LT CreateStub 14 04713/20014 usp Stephanie N. Giles Sales and Marketing 22528 MISC GAR1 0.00
LT Delete Temp_Tables 15 04/13/2014 usD Stephanie N, Giles Sales and Marketing 309.81 MISC GARY 0.00
oo Im-‘i‘ -T bles ADO 16 04/14/2014 usp Stephanie M. Giles Sales and Marketing 22,15 MISC GART 0.00
o E' o :'I'_'p-\: e 17 047162014 uso Stephanie N, Giles Sales and Marketing .65 MISC GAR1 0.00
rerHandling_Version 13 03/26/2014 usp Stephanie N. Giles Sales and Marketing 5.83 MISC GAR1 0.00
LT Keyword_Search_Include 19 04715/2014 uso Stephanie N. Giles Sales and Marketing 21.43 MISC GAR1 0.00
LT SET_End_MA_Exact_Off 20 04/17/2014 usp Stephanie N, Giles Sales and Marketing 268.06 MISC GAR1 0.00
LT SET Start NA Exact Off 21 04/20/2014 usp Stephanie N, Giles Sales and Marketing 47945 MISC GART 0.00
5 [ Tables o - 22 04/15/2014 usp Ignadia Blanchard Sales and Marketing 14.00 MISC AME1 0.00
= 23 032572014 CAD Ignacia Blanchard Sales and Marketing 116,13 MISC AME1 0.00
= [ Results 24 047152014 uso Ignatia Blanchard Sales and Markeling 4,50 MISC AME1 0.00
m Keyword_Table 25 047062014 usp Kimberley K. Davidson Public Relations 9,00 MISC RYA1 0.00
EB TNED1_Keyword_Search 25 04/20/2014 usp Kimberley K. Davidson  Public Relations 19.86 MISC RYAT 0.00
ﬁ TNEO2_High Risk_Exp_Categ 27 03f24/204 usp Yael E. Leblanc Sales and Marketing 9.50 MISC RUCT 0.00
ﬁ TNEOS-Hi h_-A Mer(-ha!m 23 040120014 usp Yael E. Leblanc Sales and Marketing 425 MISC RUC1 0.00
-rignAvg 29 04/01/2014 uso Yael B. Leblanc Sales and Marketing 4.26 MISC RUCT 0.00
EE TNEO4_Outlier_Exp_Category 30 03/30/2014 usp Yael B. Leblanc Sales and Marketing 28.80 MISC RUCT 0.00
BE TMEDS_High_Avg_Per_Attend: 31 03112014 usp Yael E. Leblanc Sales and Marketing 11.70 MISC RUC1 0.00
@ [ Source 32 04/03/2014 usp Yael E. Leblanc Sales and Marketing 11.20 MISC RUCY 0.00
33 03rn1/2004 usp Yael E. Leblanc Sales and Marketing 9.04 MISC RUCT 0.00
34 037272014 usp Yael E. Leblanc Sales and Marketing 9.04 MISC RUCT 0.00
35 0472072014 usp Yael E. Leblanc Sales and Marketing 12,30 MISC RUC1 0.00
356 04715/2014 uso Yael B. Leblanc Sales and Marketing 10.58 MISC RUCT 0.00
37 03/29/2014 usp Fuller Daniel Human Resources 233.60 MISC IGH1 0.00 v
< 3 <« >

TNEOZ High_Risk Exp_C Records: 9,245
1@ B W E 10:21 AM

< R TR O s




DATA ANALYSIS OBJECTIVE: Continuous Discretionary Expense Monitoring

a ACL Analytics 11 - Analysis App - 5 IEd

£ ACL Analytics

Dunder Mifflin TNE

Travel and Entertainment Expense Review Sep-2014

Dunder Miffiin TNE

i i Ll Interpretations
Preparation Scripts pret

Exception insights

Prepare and validate HR Employee
. Exception

Prepare and validate TNE Transactions

Analysis Scripts

m TINEDT Keyword Search

-. TNEQ2 High Risk Expense Category

Results

Last run compileted after T second, at Oct 9. 2014 9:08:34 AM. with status: Succeeded

TNEOZ_High_Risk_Exp_Category 2.1 270.0 KB

TNEOZ2 High Risk Expense Category.log | - 20.0 KB
TNEC4 Qutlier Exp Category

) S 0BG




RESULTS: Questionable Spend Transactions

ACL Analytics 11 - Analysis App = [al

INEO2 Exception Insights

TNE TRANS DATE TN... TNE TRANS EMP NAME TNE _TRANS EMP DEPARTMENT T TNE TRANS CURRENCY TNE TRANS CATEGORY TNE TRANS &
Apr3, 2014 USD  Stephanie N. Giles Sales and Marketing 50.94 MISC GAR1 e
Aprs, 2014 USD  Stephanie N. Glles Sales and Markeling 10 MISC GAR1 |
Mar 15, 2014 USD  Stephanie N Giles Sales and Marketing 91.59 MISC GAR1

Apr5, 2014 USD  Stephanie N Giles Sales and Markeling 56.04 MISC GAR1

Apr 7, 2014 USD  Stephanie N. Giles Sales and Marketing 12274 MISC GAR1

Apro, 2014 UsSD  Stephanie N. Giles Sales and Markeling 4882 MISC GAR1

Apr7, 2014 USD  Stephanie N. Giles Sales and Markeling 5254 MISC GAR1

Mar 17, 2014 USD  Stephanie N. Giles Sales and Marketing 369.21 MISC GAR1

Aprg. 2014 USD  Stephanie N Giles Sales and Marketing 9421 MISC GAR1

Apr 8, 2014 USD  Stephanie N Giles Sales and Marketing 10 MISC GAR1

Apr9, 2014 UsSD  Stephanie N Giles Sales and Markefing 6893 MISC GAR1

Apro, 2014 USD  Stephanie N. Glles Sales and Marketing 7448 MISC GAR1

Apr 9. 2014 USD  Stephanie N. Giles Sales and Marketing 100,39 MISC GAR1

Apr13, 2014 USD  Stephanie N. Giles Sales and Marketing 22528 MISC GAR1

Apr 13, 2014 USD  Stephanie N. Giles Sales and Markeling 30981 MISC GAR1

Apr 14, 2014 USD  Stephanie N Giles Sales and Markeling 2215 MISC GAR1

Apr 16, 2014 USD  Stephanie N. Giles Sales and Marketing 31.65 MISC GAR1

Mar 26, 2014 USD  Stephanie N, Giles Sales and Marketing 5.83 MISC GAR1

Apr15, 2014 USD  Stephanie N. Giles Sales and Markating 21.49 MISC GAR1

Apr17. 2014 USD | Stephanie N. Giles Sales and Marketing 268.06 MISC GAR1

Apr 20, 2014 USD  Stephanie N. Giles Sales and Markeling 479.45 MISC GAR1

Mar 23, 2014 USD  Isadora N. Chan Tech Support 442 MisC RUC1

i | 1 » )




CONTROL COSTS: DISCRETIONARY SPENDING

Answering the question: Why did it happen?




GENERATING: Insights & Data Visualizations

ACL Analytics 11 - Analysis App

TNEO2 Exception Insights

B Approver Share Timeline B Qutlier Transacations

Departmental Share

bl Departmental Share

OGrouped @ Stacked
380000

340000
320000
300000
280000
260000
240000
220000
200000
180000
160000
140000
120000
100000

High risk

ELL1
93079.85

department /
user

S — — 0 4

TNE_TRANS_AMOUNT_FC (Total)

80000
60000
40000
20000

0

&
&
&

TNE_TRANS_APPROVER by TNE_TRANS_EMP_DEPARTMENT

-!EEZ%—
v "

T8 TMNEOZ High_Risk_Exp_Category
[ 2,143 Records |




GENERATING: Insights & Data Visualizations

ACL Analytics 11 - Analysis App

TNEO2 Exception Insights

B Table View @1 Departmental Share B Approver Share Timeline # Outhier Transacations | €

Approver Share Timeline

@3Stacked QStream QEwpanded

260000

Unusual
22000 ‘approver’
activity

180000
160000
140000
120000

100000

THNE_TRANS AMOUNT FC (Total)

80000

60000

40000 |

Feb 15, 2014 Feb 21,2014 Feb 27, 2014 Mar 5, 2014 Mar 11, 2014 Mar 17, 2014 Mar 22, 2014 Mar 28, 2014

TNE_TRANS_DATE

EZ TNE02_High_Risk Exp_Category
| 2,143 Records |

£ Configure

e —
Apr3, 2014 Aprg, 2014 Apr15, 2014 Apr 22,2014




CONTROL COSTS: DISCRETIONARY SPENDING

Answering the question: What will happen?




Uncontrolled Discretionary Spending Linking results

to operational
Issue Trends risk

]

2
Cost Impact Transactions 1
$952487 2384
0
Aug Sep Oct Nov
-8~ Total == New Remediated
Issues
Medium Multiple Occurrences of Expense Submission as both P-Card and T&E
High Large Expense Transactions Violating Category Maximums
Remediation Status |§| Cost Impact Transactions 3 Type
Management Remediating $464724 41 Finding
Details Recommendation

Ad quo wisi qualisque, in tota aeque mei, sea ad dicit omnes postea. Ut Harum veniam munere an duo, eu volumus mandamus vix, summo
summo virtute euismod vel, errem alienum fastidii pro ut, an ius quas inermis vix et. Zril nostrum ocurreret vix et. No pri rebum debet. Eu
detracto electram. lllud iriure cu sea. Velit labores petentium sea te, dicit sensibus posidonium vel. Eu per ornatus oportere maluisset.
albucius philosophia id est. Ponderum adolescens ea cum, ne elit mazim

disputationi ius.




Strategic

objective

Reporting: $835,
Invoiced R@znue

Reporting: $0.78
Earnings Per Share

Reporting: 20%
Operating Margins

Operations: 35%
Customer Net Promoter
Score

Operations: >500,000
DMI Users

Operations: Avg. 10%
Increase in Sales
Productivity

Operations: "Three 9s"
Product Quality Control

Operations: Fortune Best
Places to Work

Oberations: Achieve 7%

pume>?Corporate

Org Heatmap

Asian QOutsourced
Southeast Pacific Coast Northeast Midwest Manufacturing Shipping & Dunder Mifflin
Region Region Region Region Operations Transportation Infinity
Associated Risks

. [3 —— Operat|ona|

—




CONTROL COSTS: DISCRETIONARY SPENDING

Answering the question: What should | do?




TRIGGERING: Actions

< Customer Relations Questionable Spend Transactions x
If al~ of the following conditions apply: Qﬂ"%)
Condition
D New record is generated
¢.‘f> Conditionis = TNE_TRANS_EMP_DEPARTME~ equals - Customer Relations
4= Conditionis = TNE TRANS AMOUNT_LC  ~ >= - 15000
¢.‘? Conditionis | TNE_TRANS_EMP_NAME - equals - ELL1
¢..‘f> Conditionis | TNE TRANS_APPROVER - equals - ASE1
Human Data
. . Then perform the following action(s):
Mining
Motify
ﬁ{ Set priority to| Medium .
Set status to| Under Review v
& Assignto user| David Wallace v
Notifyuser  Darryl Philbin v
@ Send | Incident Report - Employee Expense Abuse v
to | user - Dan Zitting v
Cancel




TRIGGERING: Actions

Request for Additional Detail

Vandelay Industries

Instructions
Use this questionnaire to request
additional detail from cardholder.

Questionnaire

Can you please provide additional detail around the business purpose behind this
expense?
Record Details

Expense Report Number: 5102086898
Transaction Number: 0051314487
Employee Name: WYDERSEN CHRIS
Merchant Name: VIPOND INC
Transaction Amount: 2718.54
Transaction Date: 12/11/2013
Expense Type: CONFERENCE

™

Expense Description: M
Mece: 7393

Mcc Description: Protective and
Security Services Including Armored
Cars and ) Yes

Was this requested by your supervisor?

Expense Justification: - ) No

Supervisor Requested: -




TURNING ANALYTICS INTO ORM PROGRAMS

Combining the 4 analytic capabilities




MAXIMIZING REVENUE: MONOTORING SALES KPI/KRI INDICES










APPENDIX: ANALYTICS RESOURCES FOR ORM PROGRAMS

Further tools to help you




FURTHER RESOURCES TO SUPPORT YOUR DATA ANALYTICS

Baystate Health Inc. case study (referenced in this APPENDIX)
= http://www.acl.com/pdfs/Case Study Baystate Health.pdf

Sample ACL data analysis use case library
= https://accounts.aclgrc.com/inspirations

Sample ACL data analysis script template library
= http://www.acl.com/2015/02/12/what-is-acl-scripthub/

Sample data analysis use case applications by industry
= hitp://www.acl.com/pdfs/Applications Education.pdf
= http://www.acl.com/pdfs/Applications Retail.pdf
= hitp://www.acl.com/pdfs/Applications Manufacturing.pdf
= http://www.acl.com/pdfs/Applications Insurance.pdf
= hitp://www.acl.com/pdfs/Applications Healthcare.pdf
= http://www.acl.com/pdfs/Applications Government.pdf
= hitp://www.acl.com/pdfs/applications _general.pdf
= http://www.acl.com/pdfs/applications Banking.pdf



http://www.acl.com/pdfs/Case_Study_Baystate_Health.pdf
https://accounts.aclgrc.com/inspirations
http://www.acl.com/2015/02/12/what-is-acl-scripthub/
http://www.acl.com/pdfs/Applications_Education.pdf
http://www.acl.com/pdfs/Applications_Retail.pdf
http://www.acl.com/pdfs/Applications_Manufacturing.pdf
http://www.acl.com/pdfs/Applications_Insurance.pdf
http://www.acl.com/pdfs/Applications_Healthcare.pdf
http://www.acl.com/pdfs/Applications_Government.pdf
http://www.acl.com/pdfs/applications_general.pdf
http://www.acl.com/pdfs/applications_Banking.pdf

ACTUAL EXAMPLE

... $2.5 million in lost
revenue recovered ...

Earnings
performance

Revenue
loss

Revenue Billing
assurance Integrity

Maximize
revenue

Revenue
leakage

Billing
Reconciliation

Billing data
integrity
validation

Revenue
loss
patterns

Investigate
variances

Adjust
billings

Lost
Revenue

. Baystate Health Inc. - $2 Billion Healthcare Customer

2 Billing
Systems
Billing data [ Data
import Connector
Raw billing
data
Revenue \1,
loss by Normalize
customer
Cleansed <R
data i
comparison

Billing line

|ter_n item Billing team

variances Compare surveys
data

between
Batch systems

control l

totals
Billing data

&

People

differences



ACTUAL EXAMPLE: Baystate Health Inc. - $2 Billion Healthcare Customer

Procurement
Systems

... $18.5 million in

Earnings cost avoidance ... Data

Excessive Raw P2P
spend Data
High risk Duplicate ‘1’

Supply chain Procurement duplicate payments <__ P2P ADS
audit audit vendors by vendor Script
processing duplicates duplicate data survey

accuracy payments
Correct Vendor
Duplicate vendor payment fuzzy match
Duplicate
invoices People

payments batch Total vendor
payments

Duplicate invoice
system checks

Duplicate
payment tests
before
disbursement




For more information please contact:

Sergiu Cernautan

Director, GRC Strategy

sergiu_cernautan@acl.com
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